Zigbee, Thread, Matter a Espressif

aneb strucny prehled bezdratovych technologii
pro domaci automatizaci

s durazem na kutilské open source reseni
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Predstaveni
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Elektronika jako konicek
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Pozor na dvoji zivot
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Samé draty...
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Bezdratoveé technologie

...vroce 2018
» WIiFi<5
> Bluetooth <5
» Z-Wave (v plenkach)
» Zigbee (taky)
> Thread (nezndma novinka)
» . proprietarni” nRF24, ESP (LR, Mesh, NOW)
> volné pasmo 433/868 MHz (RFM69)
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WIFi

» historicky navrzeno pro trvalé spojeni

* parocné na energii =,,nemozné” na baterie

» moznost uspavat zarizeni (na dlouhou dobu)

» po probuzeni nutnost obnovit spojeni, coz trva
» zaver: WiFi pro bateriové senzory NE

» WIiFi 6 ma low-power (nuthnd obmeéna HW)
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Bluetooth

» historicky navrzeno pro kratké vzdalenosti

* nizké prenosové rychlosti, ne moc nizka spotreba

» azveverzi 5 prichazi BLE = Low Energy

» postupné se prodluzuje dosah, v praxi stale mizerny
» zaver: Bluetooth pro senzory/aktuatory NE

>

» s dosahem muze pomoci ESPHome Bluetooth Proxy
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Z-Wave Ci Zigbee ?

> oboje low-power, low-data rate

» mesh s dosahem az 100? metru

» /-Wave 868 MHz

» Zigbee ~ IEEE 802.15.4, 868/2400 MHz
» 2018: ktera z nich vyhraje? Pockame si...
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» komunikuje kazdy uzel s kazdym, ktery ,vidi"
vyhody: stabilnéjsi sit (automaticka rekonfigurace)

[ 7]

v v

» vyssi celkovy dosah (hop-hop-hop)
» staci nizsi vysilaci vykon = nizka spotreba

Full mesh topology Partial mesh topology
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+ Cip nRF24L01

» 125 kanalld na 2400 MHz

> az 2 Mbps
» dosah mizerny
» fake Cipy

» spatny kondik u antény
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ESP-Now, ESP LR, ESP Mesh

» ESP-NOW = proprietarni komunikace (ne WiFi)
» ESP Long Range = nizka rychlost, kilometrovy dosah
» ESP Mesh
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» 433 (i 868) MHz
- 128bit AES =
» ATC i

» rychlost vs dosah
* super usporné
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€) alza.cz
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Jen akéni a vjhodné ceny ()
Dostupnost
(@) viechno zbozi (7)
skladem kdekoliv (7)

skladem u Alza.cz (7)

B Kdekoliv

Vie
Jen nové

Jen rozbalené, zanovni,
pouZité

Znatka

AQARA (2
Danfoss (&
Datram Praha (2]

EMOS (

IGET (3)
IMMAX (125)

IQTECH (-

Nedis (3)
SIEMENS (5]

Smoot (23
Sonoff (17)
TechToy (4)
Tesla Smart (11)
Woox (4
XtendLan (3

Skryt ostatni

Druh zbozi
Klévesnice
LED svétla (15
LED Zérovky (24)
Zesilovace
Detektor vody ()
Detektor koure
Alarm (1)
Centralni jednotka (24
Vypina& (19)
Termostatickd hlav.. (16)
Ostatni (138)

Skryt ostatni
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1 zighee

TOP Podle slevy

4,4 24x

Tesla Smart ZigBee Hub

Centralni jednotka slouzici k osvétleni, vytapéni
elektroinstalace, zabezpedeni, oviadani oken,
dwvefi, vral. ovladani domacnosti a ostaini,
pfipojeni pomoci ZigBee, komunikace pfes Tuya,
kompatibilni s Android a iOS, oviadani v &estiné
a angliiing, napajeni ze sité

649,- & Do kosiku

Skladem > 5 ks

aiza Do plinoci objednés, rdno v

Box  AlzaBoxu mas -

39 14x
Sonoff SNZB-01 ZigBee Wireless
Switch
Chytré bezdratové tia€itko - kompatibilni s
Google Assistant a Amazon Alexa, oviadani pfes
aplikaci na Android a iOS, pfipojeni pfes ZigBee,
aplikace v ¢esting a v anglicting

SUPER CENA
& Do kosiku

Od nejlevngjsino

> I3

Od nejdrazsiho Die hodnoceni

3.8 31x

Sonoff SNZB-02 ZigBee Temperature
& Humidity Sensor, no battery

Senzor - snima teplotu a vihkost v mistnosti
synchrenizace s mobilnim telefonem, funguje na
jednu 3V CR2450 baterii, moZnost nastaven|

automatickych scén, upevnéni 3M paskou
rozmér 43 x 43 » 14 mm

249,- & Do kosiku

Skladem > 10 ks

alza Do plinoci objednés, rano v

Box  AlzaBoxu mas. —

4,6 18x

Sonoff SNZB-02 ZigBee Temperature
& Humidity Sensor

Senzor - napéjeny bateriemi, kompatibilni s
Google Assistant a Amazon Alexa, pfipojeni pfes
ZigBee, podporované OS: Android a i0S,
aplikace v cestiné

349,- & Do kosiku

= WiFiTech s.r.o.
AlzaPlus+ Basic

491

Sonoff ZBMINI ZigBee Smart Switch
Spinat - podporuje technologii ZigBee 3.0,
sparovani s domaci WiFi siti pomoci mobilni
aplikace eWelink (Cestina, anglictina). hiasove
oviddani Amazon Alexa, Google Assistant,
podporované OS Android a i0S, instalace do
standardni 68Bmm elektroinstalaéni krabice na
svétla ve zdi

359,- & Do kosiku

Skladem > 10 ks

alza Do plinoci objednas, réno v

Box  AlzaBoxu méas —

4]

412

AQARA Hub M2 EU - Zigbee Fidici
jednotka

Centrélni jednotka slouZici k osvétleni, vytapéni
zabezpeéeni a oviadani domacnosti, pfipojeni
pomoci WiFi 2.4 GHz, ZigBee, Bluetooth a
Ethemet, komunikace pies Apple HomeKit,
Google Assistant a Amazon Alexa

& Do kosiku

1399,
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4,5 27x

IMMAX NEO MULTI BRIDGE PRO
Smart Zighee 3.0, BT v3

Centralni jednotka slouicT k osvétleni, vytapéni,
elekiroinstalace, zabezpedeni a oviadani
domécnosti, komunikace pfes Google Assistant,
Amazon Alexa, Tuya a Apple Siri zkratky,
kompatibilni s Android a i0S, oviadani v Eesting
a anglicting, napajeni ze sité

799,- & Do kosiku

Skladem > 5 ks

aiza Do pllnoci objednés, réno v
Box  AlzaBoxu mas.

48 1
Sonoff SNZB-04 ZigBee Wireless
DoorlWindow Sensor

Senzor na dvefe a okna , kompatibilni s Google
Assistant a Amazon Alexa, pfipojeni pfes ZigBee,
podporované OS: Android a i0S, aplikace v
cesting, aplikace v Cestiné a v anghcting

whe B2B AKCNI CENA

229,-
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zigbee

=
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lidl-shop  Nabidka v prodejnach

Hity tydne Slevy Kategorie Moda Dilna azahrada Sportahobby Bydleni

zigbee

52 produkt | produkti

Kategorie

Bydleni
Kuchyné a domécnost

Cena

‘ 249 Ke

‘ 3799 K

Slevy

levnéjsi

Znatka

[ ] LIVARNO home
[ ] SILVERCREST
[ ] LIVARNO LUX

Barva

[ ]bita
D gernd

Hodnoceni

4 a vice * % %k
3 avice * % K

2 avice * %

1a vice *
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Lidl Plus  Kuchyné Lidlu  Parkside

% % % % % (16)

SILVERCREST® Zigbee 3.0 Smart Home
Inteligentni zdsuvka

Technologie Zigbee 3.0 | §ifrovand

komunikace | automatické/manualni
zapinani a vypindni | hlasové ovlddani

349«

@ Skladem online

i - @

& @

Newsletter Akéni letdk Nase prodejny

Nase znatky  Nasi dodavatelé

Kuchyné a domdcnost  Détsky svét

J

¥ o ok ok (40)

SILVERCREST® Zigbee 3.0 Smart Home
Senzor pohybu

Technologie Zigbee 3.0 | dosah 10 m |
(ihel detekee 120°

299 «

@ Skladem online

e w A

F -
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a O 5o

Muj aéet ~- Nakupni seznam Nakupni kosik -

Smart Home  Jednicka v cerstv >

Sefadit dle: Relevance -

Doprava zdarma

A A4H

* %k Kok ()

LIVARNO home Zigbee 3.0 Smart Home
Starter Kit Gateway

Dilkové ovladani | 3 zirovky RGB |
svételny systém s bezdrdtovou
technologii Zighee 3.0

o=

G Produktovy list

1690+
1199«

@ Skladem online
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soucasnost patri Zigbee

» sSiroka nabidka zarovek, teplomeru, cidel a dalsSich veci

» radoby kompatibilita mezi vyrobci pokulhava

* nutnost brany (,,coordinator”) pro propojeni s internetem
» nutnost aplikace od vyrobce a komunikace pres cloud

» domaci automatizace vazana na Google Home nebo
Apple HomeKit (Amazon Alexa, Samsung SmartThings)

» kutilové pouziji Zigbee2MQTT nebo Zigbee modul v
Home Assistant
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budoucnost patri Threadu?

HOW STANDARDS PROUFERATE:
(68 AJC (HARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, ETC)

M7 RiDICULOLS! SO0ON:
WE NEED To DEVELOP
SITUATION: || SEUVERAL STROWD || GITUATION:
THERE ARE USE CASES. e THERE ARE
4 COMPETING \ O ) 15 COMPETING
STANDPRDS. STANDPRDS.

)
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Thread a Matter

» mensi nabidka typu zarizeni (snad se casem rozsiri)

» neresi kompatibilitu (ku zajistuje Matter)

» nutnost brany (,border router”) pro propojeni s LAN
» kazdé zarizeni ma IPv6 adresu

» Matter propoji vse se vSim lokalné (WiFi, Eth, Thread)

» domaci automatizace funguje na Google Home, Apple
HomeKit, Amazon Alexa zaroven a automaticky
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Matter Bridge to control

Another ecosystem/platform
Other loT Network Standard may be used at the same time
with Matter apps & devices INTERNET to control the same Matter devices

s matter

MATTER

: CONTROLLERS
@ _____ ETHERNET| .

........... )*ﬂ
@ """""""" jioy ML) —

Border Router can be
built into many devices

Bl I sorDER
such as access points i . ROUTER

smart speakers, etc

VR L
i\éﬁ A‘ Matter Devices of

different types & brands,

I Matter Bridae ., - '.,' '-_.. sharing the same
P, y Y q 7 Jdo Thread mesh network
SRR (3% AR
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Thread + Matter

» hrozi, ze nahradi soucasné Zigbee zarizeni
> teoreticky je mozné Zigbee upgradovat na Thread
» ...ovsem budou vyrobci ochoktni pripravit se o zisk?

* reseni: postavit si vlastni Zigbee/Thread zarizeni

Petr Stehlik (pstehlik.cz) Bezdratové technologie 29



kutilské reseni Zigbee/Thread

> 1st level: prehrat firmware v braneé nebo postavit
vlastni branu z PC a USB prijimace — pozor na ruseni u
RPi na USB 3.0

» 2nd level: postavit vlastni zarizeni (napr. ovladani
brany) na modulu s CC2530

> 3rd level: postavit si vSechno na Espressif HW
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i & #@ root.cz/clanky/home-assistant-instalace-brany-pro-zigbee/

Root.cz » Basilirna » Home Assistant: instalace brany pro Zigbee

Home Assistant: instalace brany
pro Zigbhee

VACLAV STEINER | 9. 8. 2023 | Doba éteni: 13minut (O 178 NOVYCH NAZORU [ w |

=

Autor: Home Assis

Pojem ,chytra domacnost” se v dnesni dobé &im dal tim vice dostéva do obecného
povédomi. Vétsina domaécich spotfebicl dokaze komunikovat a umoznit uzivateli zjistit
| stav,v lepsim pripadé vyrobek i ovladat.
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zigbee module

Zigbee module Ti CC2530 development .. |DY-25 JDY-25M BLE ForBluetooth Modul..  Zigbee 2.4GHz CC2530 Core Board SMD-.  CC2530 Wireless Module For ZIGBEE Wir--

rdededeh 273 so0ld ik Esold
U553.45 USS1.55
5% 10%
L]
) =

EBYTE
r L

eg)”

*E18uwmircs  emire

MM el

@ Made i Chwna 550 18031000001
. EBYTE
FCC ID: ZALPH-EYS

2.4GHz / 4dBm / 200m
E18-MS1-PC

2.4G Wireless Communic
Bluetooth module
L] L]

srdrdedrd - 70 sold dedededrdr 76 sold
us 33.38 us $3‘28
Extra 5% off with coins - 15% Extra 2% off with coins . 28%

+Shipping: US $0.18

L)

%
+Zigbee+RF )
lJ [ F——TNEa - \

CC2530 Zighee 2.4GHz Wireless Transmi.. EGBO NRF51822 2.4G Wireless Module .- Zigbee eWelink Smart Relay Switch Mod..  |DY-25M JDY-25m BLE Bluetooth Module-..

Hrdedededr . 102 sold Hrdedrded . 60 sold
us 53.58 us 51 .67
Extra 5% off with coins - 13% Extra 3% off with coins - 12%

+Shipping: US $0.46

Petr Stehlik (pstehlik.cz)

Hrdedrded 447 sold drdrdededr - 22 sold
us !7.?6 us 51 .55
Extra 2% off with coins - 30% 5%

+Shipping: US $4.8

Bezdratové technologie

p— =0
USD~ ¢\ Account v

CC2530 Zigbee Module 10 2.4Ghz 2.5m--
drdededrdr 14 50ld

us $3‘91
Extra 5% off with coins - 15%

4pcs CC2530 ZigBee 2.4GHz SPI rf Wirele.
Hrdedededr 17 sold

us 51 3.24

15%

+Shipping: US $2.55
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ESP32 se Zigbee/Thread

« ESP32-H2
» ESP32-C6
» Thread border router”

Petr Stehlik (pstehlik.cz) Bezdratové technologie 33



Espressif’'s ESP32-H2 IEEE 802.15.4 (Thread + Zigbee) and Bluetooth 5 (LE) Combo SoC

Main CPU

RF Transmitter

Bluetooth
g 802.15.4 5
AED -V MAC Link
32-bit
Controller

RF Receiver

Microprocessor RF Phase Lock Loop

Bluetooth
5
Baseband

802.15.4 Switch + Balun

Baseband

Clock Generator

GPIO l2C PMU RTC Memory

SPI 12s

LED PWM UART SH TRNG

I

USB Serial /

JTAG Controller A AES Digital Signature

R Timers HMAC ECC

Temperature
Sensor

GDMA XTS 128/256 for Flash Encryption
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ESP32-H2

[ 7]

RISC-V

> RF: Bluetooth + 802.15.4 (= Zigbee / Thread)
USB, SPI, 12C, ...

» vhodné pro koncova zarizeni Zigbee / Thread sité

[ 7]

Petr Stehlik (pstehlik.cz) Bezdratové technologie
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Thread Border Router

» dvé zarizeni na jedné desce
» ESP32-H2 + ESP32-S3

> propojeno pres UART/SPI

* WiFi

» Bluetooth

» Zigbee/Thread

Petr Stehlik (pstehlik.cz) Bezdratové technologie
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!‘ Bol_-j.g_q . P.t-.HlE‘l] @./

« © |ESP Thread Border Router

) /Zigbee Gateway V1.2
= | | www.espressif.com
11 i@ 13/NCGHD
B | 8 14/NCAXDQTHDA

16 3V3 GKDJM

4B

¥
]
™~
-

45

S .

6

2 USB2

1 TXD@ 42 48 38

G2 sws

1 ]
‘Q'
RESETZ

ESP Thread Border Router

Bezdratové technologie
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ESP Thread Border Router SDK

Espressif Thread Border Router solution is based on the combination of Espressif's Wi-Fi and
802.15.4 50Cs, built on the ESP-IDF and open-source OpenThread stack.

Border Router

OpenThread

SW Stack
(_F
% ESP-IDF
ESP32 UART / SPI
HW Platform ESP32-C ESP32-H

ESP32-S PTA

ESP-Thread-Border-Router Software Components

Petr Stehlik (pstehlik.cz) Bezdratové technologie
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ESP32-C6

Espressif's ESP32-C6 Wi-Fi 6 + Bluetooth 5 (LE) SoC
Core System

RISC-V Wi-Fi MAC

32-bit
Microprocessor

RF receiver

Wi-F baseband

Clock
generator

Bluetooth 5 Link

Controller =13

Bluetooth 5 bl

Baseband

Switch

UART

USB Serial/
GDMA JTAG SHA

Al ADC

AES RNG

H

RMT Timers HMAC Digital signature

Temperature sensor XTS-AES-128 flash encryption
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ESP32-C6

» RISC-V

* WIFi 6! (pouze 2,4 GHz)

> Bluetooth 5.x

» Zigbee/Thread

*» USB, SPI, 12C, ...

 mimoradné vhodné pro koncova zarizeni i routery

Petr Stehlik (pstehlik.cz) Bezdratové technologie 40



ESP32-C6
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Vyvoj

rijen 2023 = jediné ESP-IDF 5.1+, zadné Arduino Core

abort() was called at PC Bx4201076e on core @

Backtrace: ©x48375a76:0x3fcb84d0 0x4037d7e9:0x3fcbB4f0 Ox40384642:0x3Fcb8510 0x4201076e:0x3Fcb8580 0x42039edb:0x3fcb85a0 Ox42039f01:0x3fcb85co
42@2b2b Gx3fcb865@ 0x4200a737:0x3fcb8670 @x42@@9??1 @x3fcb869@ @x4@38@345 @x3fcb86c@

ic_abort at /root/e p-idf/c i

system_abort at froot/espy

abort at /root/e
zb error_i

_do_retransmit at zb_macspli
_wait_for_ack_timeou
_iteration at 77:7

p_iteration at 77:7

ELF file SHA256: e6f993a7@

Rebooting...

Petr Stehlik (pstehlik.cz) Bezdratové technologie




Zigbee tlacitko + LEDka

esp-idf / examples / zigbee / light_sample / 0 Add file ~
% xieqi at(zighee): optimize Zigbee example implementatic a831d40 - 2 weeks ago ¥ Histor
v Xieqinan feat(zigbee): optimize Zighee example implementation a831d40- 2 weeks ago  (Y) ¥

Name Last commit message Last commit date
HA_on_off_light feat(zigbee): optimize Zighee example implementation 2 weeks ago
HA_on_off_switch feat(zigbee): optimize Zigbee example implementation 2 weeks ago

(3 README.md esp32h4: removed esp32h4 related codes 6 months ago

[ pytest_esp_zighee.py ci(zigbee): Add pytest for esp32h2 in CI 3 months ago

README.md s =

Light Switch and Bulb Control Example ~

(See the ReADME.md file in the upper level 'examples' directory for more information about examples.)

Overview #

The folder contains examples demonstrating Zigbee Coordinator and End-Device roles

» HA_on_off_light is a standard HA on-off light bulb example demonstrating Zigbee End-device. It provides a simple on/off condition
for a Zigbee light. It runs on an 802.15.4 SoC like ESP32-H2. For more details see the example readme file.

e HA_on_off_switch is a standard HA on-off switch example demonstrating Zigbee Coordinator role. It provides an on/off toggle to
control a Zigbee HA on off light. It runs on an 802.15.4 SoC like ESP32-H2. For more details to see the example readme file.
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Diky za pozornost

... a tésim se na otazky

Petr Stehlik
www.pstehlik.cz
petr@pstehlik.cz
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Petr Stehlik - kontakty

...aneb kde pripadneée sledovat autora této prednasky:
 www.pstehlik.cz
» www.twitter.com/joysfera
» joysfera.blogspot.com
» www.youtube.com/PetrStehlik

www.github.com/joysfera
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