Hardware pro loT

Neuplny a subjektivni prehled malych pocitacu
vhodnych na hrani, kterému se dnes honosné rika

Internet Véeci (Internet of Things)

Petr Stehlik (pstehlik.cz) Hardware pro loT



Internet of Things

* buzzword jak vysity

» ,velka véc, ktera nebude videt”

» doroku 2020 dle Intelu zapojeno 50 miliard zarizeni
» dle IDC by se melo tocit az 1,5 bilionu dolart

» odecty vody, elektriny, plynu, , chytré parkovani”,
SmartCity, Industry 4.0, zabezpecovaci zarizeni,
logistika, sledovani teplot pri transportu a uskladnéni,
péce o déti a seniory, méreni srazek a prutoku kvuli
povodnim, zemedeélstvi, véelarstvi atd. atp.
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loT ,celoplosné sité”

» vsechny v bezlicencnim pasmu 868 MHz

> Sigfox z Francie (SimpleCell s T-Mobile)

» LoRa od CRa

> NB-loT od Vodafone

* The Things Network = komunitni LoRaWAN
» malické pakety (12 bajtu) malokrat denné

> celé roky na malou baterii
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Wisol pro Sigfox

Petr Stehlik (pstehlik.cz) Hardware pro loT 4



Hardware

Arduino — od Uno pres Leonardo az po MKR1000
staci doplnit konektivitu: 433/868 MHz, Eth, WiFi, BT
STM32Fxxx a dalsi ARM Cortex M0/1/3/4

pripadné rovnou ARM Cortex s WiFi aka PADI
samozrejmeé rodina WiFi SoC od Espressif Systems

@

cesky BigClown
SBC: * Pi, predevsim Zero odrudy, a mikro VoCore
.refurbished” mobily a dalsi hracky
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Arduino

ENTRY LEVEL | uno | eonaroo | 101 | espiora | wmicro | nawo | wimi |
ENHANCED

FEATURES MEGA ZERO m MEGA ADK m MO PRO MKR ZERO

INTERNET OF

THINGS ETHERNET TIAN INDUSTRIAL 107 LEOMARDO ETH MEKR FOX 1200
MKR WAN 1300 MKR GSM 1400 MKRI0O0OO | YUN MINI
MKR IoT BUNDLE
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Arduino Pro Mini na 433 MHz
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Arduino Pro Mini @ Ethernet
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Mini STM32
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PADI loT Stamp

» highly integrated, single-chip, low power WiFi controller
with built-in antenna

» ARM Cortex M3, integrated Flash and RAM, WLAN MAC,
WLAN baseband, RF balun, PA, LNA receiver, saw filter and
power management module

* high speed SPI/I2C/UART interfaces for loT applications
* srdcem je SoC Realtek RTL8710AF s 83MHz CPU

> ROM /RAM / Flash = 1MB /512KB / 1MB

* OS = FreeRTOS, ARM® mbed™ (mozna nékdy)

* Cena=51.99(!)
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Espressif Systems

» A world-leading Internet-of-Things company

-

i

@

ES
ES
ES
ES
ES

P8089 — WiFi SoC pro tablety (5x5 mm)
P8266 — pridame procesor a externi flash pamet

P8285 — nacpeme vsechno dovnitr mini Cipu
P32 — ESP8266 ~2 a o rad vys

P32-PICO-D4 - SiP vsem vytre zrak!
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ESP8266

@

-

i

puvodné WiFi prevodnik k MCU (napr. k Arduinu)
32-bit CPU na 80/160 MHz, 80 % volné CPU kapacity
96 kB datové pameti

16 GPIO pin®

obvykla rozhrani: UART, SPI, 12S, ADC, PWM

spici rezimy

drtive nizka cena
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ESP8266 moduly

EsP=Uf EsSP=UB8 ESP—OQ EsP=-10 EsP=11
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ltead PSF-A85 — 14x13 mm
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ESP32 = ESP826672 * 10

» dveé CPU jadra Tensilica LX108 na 160 az 240 MHz
* jedno CPU aplikacni, druhé pro WiFi? Ne, plné SMP!
» 512 kB RAM! Volnych pro uzivatele pres 270 kB

* 36 GPIO, 8xvic a presnejsi ADC, nové DAC, HW I2C, touch
senzory, Halliv senzor

» duraz na bezpecnost - HW akcelerace sifrovani pameti i sité

» dlraz na nizkou spotrebu, sleep mody, lepsi vyrobni
technologie

» Bluetooth LE a rychlejsi (150 Mbps) a delsi (>1 km) WiFi
* RTC, ULP koprocesor, Ethernet, CAN, IR, ..., ..., ...
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Modul s ESP32
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modul

# 802.11BGN HT40 * 150Mbps * Bluetooth » Bluetooth LE » Ultra long range
# Dual core CPU » Dual FPU » Iterative 32x32 multiplier » 32-bit integer divider
_® 40-bit MAC (multiply and accurmulate) » 240MHz CPU clock » PWM # data cache
* 512 kByte SRAM » 8 MByte Flash = Timers » 32 x GPIO = 4uA interactive low power sleep
* Low power retention memory * Memory protection unit » 4096-bit RSA Accelerator
* ECC accelerator » AES-256 # Flash encryption » Secure boot » 1024-bit OTP memory
® 2x |25 = 3x SPI = 3x 12C = SD Card interface LCD interface « PWM motor drivers
* Capacitive touch sensor  Hall sensor ® Low noise amplifier # Slow clock ¢ Secure boot
* 12-channel dual ADC » -40°C to 125°C ambient temperature operation
* Dual 10-bit DAG # Calibrated BMHz clock » 160kHz low power RTC
*» Secure boot * 32kHz low power oscillator * 12 years longevity commitment
= 2.0V to 3.6V wide supply voltage range operation

ESP32 News!

Scheduled

Release: Tst
September 2016
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http://esp32.com/
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W Analog Pin
Control
B rhysical Pin
FPort Pin
| Touch Pin
S oac Pin

== PuM Pin

Tohw Lee: “ESP32-WROVER is my
tnast depandable frusty companion
with its prodigious dual core
2%40MHz CPU+FPU, capacious
4MByte of SRAM, 16MByfe of
Flash and unassailable bulletproof
securify faatures, [F runs with
our varsion of mulfi-core
FreeRTOS and the Espressif
Arduine SDK: wow we shall
ambark on fhis serendipitous
2galifarian voyage fo find the
desting of the lnternst of Things
Phenomaenon — with great power
comes greaf responsibilify.”

o 23
6r1015 [fouchd Abe2 3| MTD@ |fise1csa|ueCTS)

N\ [p106 ) [uaCTS | [soCLK [fis1CLK]sercii

18



ESP32 blokovy diagram

SPI
B"—'ﬁ;fli(ﬂth il RF receive
12C baseband
controller
- =
125 Clock S 3
generator | 2| @
SDIO o Wi-Fi '
WISFI MAC baseband N RF it N !
e ~ transmit
CAN Core and memory ;
Cryptographic hardware
ETH 2 x Xtensa® 32-bit LX6 acceleration
Microprocessors
- SHA RSA
ROM SRAM
— ’ AES ~ RNG
Temperature
sensor RTC
Touch sensor
ULP Recovery
DAC PMU coprocessor memory
ADC - ‘
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ESP32-PICO-D4
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ESP32-PICO-D4

System-in-Package (SIP) modul zalozeny na ESP32

obsahuje ESP32, krystalovy oscilator, fileracni
kondenzatory a RF veci

navic obsahuje i 4 MB flash paméti!
to vSe v pouzdru o rozmerech pouhych 7x7 mm!
staci pouze 3V baterie a anténa a jedeme!

http://espressif.com/sites/default/Files/documentat
ion/esp32-pico-d4_datasheet_en.pdf
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ESP32-PICO-D4
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Cesky BigClown

MiZes zacit i s jednim Core Module. MiZze$ vytvorit plnohodnotnou loT sit. BigClown ekosystém si
rozsiris tak, jak chces ty sam.

Samotny T
Flexibilni
Core Module BigClown

Bezdratova sit EkOSYStém

"Domaci" loT

Plnohodnotné loT

.
e
=
HUB
868 MHz Core USE Raspberry Pi LAN
Core Module o Serial ; Wifi Internet
RF Spiritl Module Windows
port CDC e Ethernet
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SBC: Raspberry Pi

Pro loT je zajimavé Raspberry Pi Zero W:
» stejné vlastnosti jako Zero (1 GHz, 512 MB RAM)
* navic WiFi a BT BLE
» malé rozmeéry, nizka spotreba, GPIO a USB

» konektor pro kameru a dost vykonu na rozpoznavani
obrazu

» oficidlni ¢esky distributor — konec¢né rozumné ceny
vcetné postovného
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Ovoce z Ciny a daléi SBC

» Banana Pi, Orange Pi, NanoPi
» C.H.I.P. a dalsi malé pocitace

» Z rodiny Orange Pi je zajimavy Orange Pi 2G-10T (slot
na SIM kartu a GSM anténa)

a rizné verze Orange Pi Zero (kvuli rozmérim a
spotrebe)
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Orange Pi Zero

Allwinner H2 "

(ARM®Cortex -A7 Quad-core) 1.2GHZ ‘L

Debug serial port

100M Ethernet port +POE
power supply ( default off )

USB 2.0

13pin function interface _ _ WiFi rasdiile
(Earphone+2 USB2.0+TVOUT +mic+IR Receiver)
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Orange Pi Zero

* miniaturni! 48 x 46 mm, 46 % velikosti Raspberry Pi

-

i

@
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levné - $6.99 (+5$3.64

postovné)

jiny SoC — AllWinner H2, jen 2x USB, WiFi, Ethernet

poprvé nema HDMI, a
sluchatka, mikrofon a
POPrvé napajeni pres
poprvé moznost PoE!

e aspon TV out je na pinech
dalsi 2x USB na pinech
microUSB

(napajeni pres Ethernet)

na 512 MB verzi je pres SPI 2MB flash pamét
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GG PINOUT
X

| I
SIM_DET/PA_EINT10/PA10
SPI1_CS/PA13
UART2_RTS/PA02
GND
TWI1-SCK/PA18
TWI1-SDA/PA19
)
SIM_CLK/PA_EINT7/PAO7
UART1_RX/PGO7
UART1_TX/PGO6
GND
5V
5V

GND
SPI1_CLK/PA14
SPIT1_MISO/PA16
SPI1_MOSI/PA15
3.3V
UART2_CTS/PAO3
UART2_TX/PAQO
UART2_RX/PAO1
GND
PWM1/PAO6
TWIO_SCK/PA11
TWIO_SDA/PA12
3.3v

Y o0
GND gy

USB-DM2
USB-DP2
USB-DM3
USB-DP3
LINEOQUTR
LINEOUTL

MIC-BIAS
MICTP
MICTN

IR-RX

CREATED BY

=y OSHLAB.com
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Orange Pi Zero
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VoCore 2
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VoCore 2 lite

12S SDO

+3.3V0
TXDO
RXDO
REFCLK
PORP
PORN
GPIO41
POTP
GPIO40
POTN
GPIO39
TXD2
GPIO43
RXD2
P2RP
P2RN
GPIO38
P2TP
GPIO37

P2TN
SD WP
SD CD
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Diky za pozornost

... a tésim se na otazky

Petr Stehlik

www.pstehlik.cz
https://plus.google.com/+PetrStehlik
petr@pstehlik.cz
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